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Given the critical nature of Ethereum, exploiting 1-day vulnerabilities that are patched but not yet widely

deployed is essential. Meanwhile, Automatic Patch-based Exploit Generation (APEG) is a promising technique

for this, as it helps developers understand root causes, verify fixes in downstream forks, and detect incomplete

patches. However, existing exploit generation tools can not work well for vulnerabilities on Ethereum due to

three key unique challenges: (1) navigating complex and cross-language exploit paths hidden within patches,

(2) synthesizing complicated and stateful environment configurations, and (3) handling non-deterministic

inconsistencies between blockchain nodes that lead to false alarms.

To address these challenges, we introduce ChainDelta, a novel fuzzing agent framework driven by Large

Language Models to automatically generate exploits based on Ethereum security patches. ChainDelta consists
of three core modules: a directed fuzzer utilizes call graph analysis to guide testing towards vulnerable code

based on the patch information; an agent-based environment fuzzer acts as an expert to automatically set

up the necessary blockchain states to trigger vulnerabilities; and finally, a state-aware sanitizer performs

differential analysis while monitoring the blockchain transient state to distinguish true inconsistencies from

benign non-determinism.

We evaluate ChainDelta on a diverse benchmark with real-world patches, covering a wide range of types

such as data racing and denial-of-service. ChainDelta successfully generated exploits with a 64% success rate

and only a 15.8% false positive rate. An ablation study confirms the contribution of each module to the overall

performance. To demonstrate its practical impacts, we conducted a real-world auditing campaign on top of

ChainDelta, leading to the discovery of four previously undisclosed vulnerabilities with bug bounties.
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1 Introduction
Blockchain security requires both proactive vulnerability detection and automated exploit genera-

tion to verify fixes, especially in high-value ecosystems like Ethereum. However, core software

like go-ethereum [4] evolves rapidly, often leading to complex or incomplete patches. As many

projects (e.g., Binance Smart Chain [3]) fork Ethereum, security fixes must be accurately propagated

downstream. Failure to verify these patches with concrete exploits leaves the entire ecosystem

vulnerable to 1-day attacks.

Exploit generation in blockchain systems goes beyond merely finding a bug. As shown in Figure 1,

triggering an integer truncation bug in the transfer function requires a specific exploit environment,

not just malicious input. An adversary must first prepare the environment by deploying smart

contracts (i.e., the Exploit and the WETH contract). Once configured, a malicious payload navigates

the cross-language path between the blockchain implementation and the smart contracts to trigger

the bug. Only then can the malicious payload be propagated to the vulnerable function (i.e., the

transfer function) and eventually cause unlimited creation of cryptocurrencies in the WETH contract.

The manual effort and deep expertise required for exploit generation motivate the need for

automated solutions. One such solution is Automatic Patch-based Exploit Generation (APEG) [10],

a technique that analyzes the differences between a vulnerable and a patched version of a program

to automatically synthesize an exploit. Applying APEG to blockchain systems offers three benefits.

First, it provides developers with a concrete proof-of-concept [46], helping to understand root

causes and impacts of vulnerabilities. Second, it gives forking projects a reliable way to verify

that a security patch is correctly integrated [72]. Finally, the generated exploit can also serve to

proactively find similar 1-day vulnerabilities in other projects across the ecosystem before they are

widely exploited by an adversary [70].

Challenges. Despite significant effort having been invested in blockchain security, existing

methodologies are not designed for automated exploit generation from patches. Current research

mainly focuses on proactive vulnerability detection [57, 65, 69, 71], prioritizing broad code coverage

over the precise reachability required for specific patches. Conversely, traditional APEG tools [7,

10, 74] target standalone executable binaries that consume one-off inputs, failing to account for

fn (&mut self, t:Transfer) {
  T::Currency::transfer(
  ...,
  transfer.value.low_u128()
  ...
  ).map_err(|_| ExitError::OutOfFund)
}

Contract  {
  function {
    WETH.deposit{value: val}();
}}

Blockchain System Implementation Blockchain System Environment

Step (1). Environment preparation

Step (2). Exploit with malicious payload

Step (3). 
Triggering and 

validating
Contract  {
  function { ... }
}

Fig. 1. An example exploit targeting an integer truncation vulnerability in blockchain infrastructure. The
exploit requires three steps: (1) preparing the exploit environment by deploying the prerequisite Exploit and
WETH contracts; (2) navigating to the vulnerable code via a crafted payload based on the identified malicious
call trace; (3) validating the exploit by triggering the unlimited creation of cryptocurrencies (i.e., WETH).
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the complex execution environment of a blockchain node. In particular, we identify three key

challenges for generating valid exploits from blockchain system patches:

• Navigating cross-language paths. Existing techniques, such as directed fuzzing, focus

on intra-language structural reachability. However, Ethereum vulnerabilities often span the

blockchain implementation and Ethereum Virtual Machine (EVM) bytecode, linked by cross-

language semantics. Reaching a patched location necessitates specific contract interactions.

Simply extending call graphs is insufficient, as tools lack the reasoning capabilities to connect

low-level contract execution with high-level node logic.

• Configuring the complex environment. Existing APEG tools synthesize payloads for

target processes, assuming static or mocking environments. In blockchain systems, triggering

vulnerabilities requires a specifically crafted environment, such as a multi-node testnet for

reproducing consensus bugs or precise smart contract deployment sequences. Lacking exploit

environment synthesis, current tools cannot satisfy the complex preconditions required to

trigger blockchain vulnerabilities.

• Exploit validation. Conventional sanitizers focus on detecting immediate memory corrup-

tion or output divergence in deterministic settings. Differential analysis between a vulnerable

and patched program can reveal execution inconsistencies. However, non-deterministic fac-

tors inherent in blockchains (e.g., transaction ordering) often cause legitimate inconsistencies.

Without state-aware invariants, existing tools struggle to distinguish genuine exploits from

benign execution differences.

These challenges require semantic reasoning rather than just syntactic exploration. For instance,

satisfying cross-language checks requires understanding smart contract logic. Large Language

Models (LLMs) are uniquely suited for this task, as they can translate these high-level semantic

hints into concrete execution strategies.

Our work. In this paper, we present ChainDelta, a novel fuzzing agent framework driven by

Large Language Model (LLM) to automatically generate exploits for blockchain system patches.

To address the unique challenges of the blockchain execution model, ChainDelta is consisted of

three key modules: (1) a directed patch fuzzing module that dynamically identifies reachable code

paths and gathers runtime execution feedback; (2) an agent-based environment fuzzing module that

leverages the feedback to synthesize complex blockchain states; and (3) a state-aware sanitizer that

performs differential analysis while accounting for blockchain state to distinguish vulnerabilities

from benign behaviors.

The directed patch fuzzing module serves as the framework foundation, focusing on reaching

targeted code locations identified in a patch. This module utilizes call graph analysis to map

execution paths and employs directed fuzzing strategies to guide the search. Throughout the

process, it shares runtime feedback (e.g., code coverage and execution traces) with the environment

fuzzer. This feedback is essential for identifying execution bottlenecks, particularly paths spanning

the underlying blockchain implementation and EVM bytecode. As the primary execution engine,

this module provides the visibility required to track exploit progress across multiple execution

layers.

The agent-based environment fuzzing module employs a multiple agent framework to synthe-

size exploit environments and navigate cross-language paths based on collected feedback. The

architecture decouples tasks to prevent context overflow. An observation agent analyzes runtime

feedback to identify bottlenecks (e.g., complex cross-language checks). An execution agent reasons

about these obstacles, manipulating the blockchain environment to satisfy exploit preconditions. A

corpus agent translates semantic environment configurations into valid seeds for the corpus of the
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directed fuzzer. This allows ChainDelta to actively assist the directed fuzzer in breaking through

cross-language challenges.

The state-aware sanitizer module acts as an oracle to validate exploits while minimizing false

positives. Traditional differential analysis often fails in blockchain settings due to non-deterministic

factors. Our module addresses this by monitoring transient blockchain state variables during

differential execution. By correlating behavioral inconsistencies with these state-dependent factors,

the sanitizer distinguishes genuine exploit from legitimate execution variations inherent to the

consensus model.

We conducted a comprehensive evaluation of ChainDelta using a representative benchmark of

real-world blockchain system patches, detailed in Section 6. We evaluate ChainDelta in terms of

efficacy and efficiency. ChainDelta successfully generated exploits for Ethereum patches, achieving

a success rate of 64% with a false positive rate of only 15.8%. Furthermore, we performed an ablation

study to show the contribution of each module. To further validate the effectiveness in real-world

scenarios, we perform real-world auditing and present an in-depth case study on an incomplete

patch. Our efforts revealed four undisclosed vulnerabilities with three being confirmed, and we

received $2,000 bug bounty.

The contributions of this paper are summarized as follows:

• We design and implement ChainDelta, a novel fuzzing agent framework with a dual fuzzer

architecture. The design coordinates directed patch fuzzing and agent-based environment

fuzzing to efficiently generate exploits.

• We propose a novel state-aware sanitizer for the differential analysis of blockchain systems.

By monitoring transient state variables, our technique accurately distinguishes exploitable

vulnerabilities from benign behaviors.

• We conduct a comprehensive evaluation on real-world scenarios, demonstrating the efficacy

of ChainDelta in exploiting patches. We further show that these exploits can be used to

discover undisclosed vulnerabilities, along with a case study of exploiting real-world patches.

The rest of this paper is organized as follows: Section 2 provides necessary background knowledge.

Section 3 presents a motivating example to demonstrate the key idea of ChainDelta. Section 4

elaborates on the detailed designs of ChainDelta. Section 5 clarifies implementation details. Section 6

presents the experimental setup and evaluation of ChainDelta. Section 7 discusses related work,

and Section 8 concludes the paper.

2 Background
2.1 Patch-Based Exploit Generation
Exploit generation [8] is the process of crafting a specific input that triggers a known vulnerability

to demonstrate its impact, which can range from a simple program crash to arbitrary code execution.

A security patch serves as a powerful hint for this process [10], as it precisely pinpoints a vulnerable

location and reveals the conditions that were changed to fix it. This makes patch analysis a highly

efficient starting point compared to blind testing.

Previous work in automatic patch-based exploit generation (APEG), such as that by Brumley

et al. [10], relied heavily on static analysis. They compare the vulnerable and patched versions

of a program to symbolically reason about path differences and synthesize an exploit. However,

these methods often struggle with the complexity and path explosion inherent in real-world

applications [70].

To overcome these limitations, modern approaches now integrate patch analysis with directed

fuzzing [68]. Instead of attempting to formally solve for an exploit, the patch analysis is used to

generate guidance for a fuzzer. Tools like SemFuzz [73] and Magneto [74] use this guidance to focus
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the fuzzer’s mutations toward the specific code locations identified in the patch, combining the

scalability of fuzzing with the precision of patch analysis.

2.2 Fuzzing and Sanitizers
Fuzzing is an automated software testing technique that randomly feeds invalid or unexpected

inputs to a target program, in order to uncover bugs [51]. A fuzzer typically consists of three core

modules, namely a generator that creates test cases, an executor that runs them, and an oracle that

detects failures.

Input generation strategies can be divided into mutation-based or generation-based. Mutation-

based fuzzers (e.g., AFL [60]) operate in a feedback loop. These fuzzers modify an initial set of

seeds and use code coverage to guide mutations toward interesting program patches. In contrast,

generation-based fuzzers create inputs from scratch using a formal grammar or model of the

expected input structure [15], which is effective for testing highly structured targets like network

protocols.

The oracle is critical for identifying bugs. For memory safety vulnerabilities, sanitizers like

AddressSanitizer (i.e., ASan) [62] detect errors like buffer overflows at runtime. For uncovering

functional bugs, differential testing [58] finds bugs by flagging inconsistencies in the output of two

or more implementations of the same specification. Additionally, metamorphic testing [11] verifies

program correctness by checking for violations of expected relationships between different but

related inputs and outputs.

3 Motivation
This section investigates a motivating example of a real-world vulnerability [1] that yielded one of

the biggest bug bounties, to illustrate the challenges of generating exploits for blockchain patches.

3.1 Motivating Example
Figure 2 presents a real-world vulnerability that highlights the challenges of generating exploits

for blockchain system patches. This patched vulnerability in Figure 2(a) is an integer truncation

bug in a native token transfer function. Triggering it requires setting the environment in a specific

state by deploying smart contracts, as shown in Figure 2(b).

The root cause of the vulnerability lies in the token transfer logic. The function in Figure 2(a) takes

a transfer amount as a u256 integer and passes it to an internal function (i.e., T::Currency::transfer),

which expects a u128 integer. This down-casting was assumed to be safe because the total cryp-

tocurrency supply is less than u128::MAX, preventing any adversary from directly transferring a

larger amount. However, the developers overlooked a critical corner case. A smart contract is not

bound by this same supply limit and can invoke the function with an arbitrarily large value, as

shown in the Exploit contract (Figure 2(b), Line 17).

The exploit path requires a complex interaction acrossmultiple languages, including the blockchain

implementation in Figure 2(a) and the two contracts in Figure 2(b). An adversary calls the depositWETH

function (Figure 2(b), Line 15), providing a small amount of the native token (e.g., one wei [67])

as msg.value. However, the actual passed number, namely the val parameter, is very large (e.g.,

2
128 + 1 wei). Then, the actual transferred value is truncated from u256 to u128, resulting in only

sending one unit of the native token while receiving 2
128 + 1 units of the wrapped token, effectively

creating tokens from nothing.

3.2 Challenges
The motivating example highlights three key challenges in analyzing and exploiting vulnerabilities

from patches in blockchain systems.
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1 fn transfer (&mut self , transfer: Transfer) -> Result <(), ExitError > {
2 let source = T:: AddressMapping :: into_account_id(t.source);
3 let target = T:: AddressMapping :: into_account_id(t.target);
4 @@ -667,7 +676 ,10 @@
5 T:: Currency :: transfer(
6 &source ,
7 &target ,
8 - transfer.value.low_u128().unique_saturated_into(),
9 + transfer
10 + .value
11 + .try_into()
12 + .map_err(|_| ExitError::OutOfFund)?,
13 ExistenceRequirement ::AllowDeath ,
14 ).map_err (|_| ExitError :: OutOfFund)
15 }

(a) A patch for a native token transfer function. The highlighted integer truncation from u256 to u128 is the
root cause of the vulnerability, which can be exploited to mint an arbitrary number of cryptocurrencies.

1 contract WETH {
2 function deposit () public payable {
3 balanceOf[msg.sender] += msg.value;
4 Deposit(msg.sender , msg.value);
5 }
6 function withdraw(uint wad) public {
7 require(balanceOf[msg.sender] >= wad);
8 balanceOf[msg.sender] -= wad;
9 msg.sender.transfer(wad);
10 Withdrawal(msg.sender , wad);
11 }
12 }
13

14 contract Exploit {
15 function depositWETH () payable external {
16 uint256 val = msg.value + (1 << 128);
17 WETH.deposit{value: val}();
18 }
19 function withdrawETH(uint256 amount) external {
20 WETH.withdraw(amount);
21 }
22 }

(b) Smart contracts required for vulnerability exploiting, which serve as the entry point of the exploiting
path to trigger the vulnerable blockchain implementation. The WETH contract wraps the native token, and the
Exploit contract provides the entry point to call the vulnerable transfer function with a malicious payload.

Fig. 2. A real-world integer truncation vulnerability leading to significant financial loss. Exploiting this
vulnerability is challenging because it requires complicated exploitation paths across multiple languages.
It requires: (1) deploying contracts to set up necessary blockchain states; (2) a complex sequence of smart
contract invocations to trigger the vulnerable code; and (3) observing the inconsistent state change in the
contract storage to confirm the exploit.

First, Ethereum clients employ a execution model where control flow transitions between the

host implementation and the guest EVM bytecode. These layers interact via transactions rather than

static function calls. Existing directed fuzzers target structural reachability within a single language.

In the example, the vulnerability is not reachable via a simple RPC call without a sequence of contract

deployments and invocations. Furthermore, the root cause (Figure 2(a), Line 8) is semantically

subtle and easily overlooked within a large patch [2], making exploit path discovery difficult.
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Fig. 3. Overview of the ChainDelta framework, illustrating its three integrated modules designed to generate
exploits for blockchain system patches. The directed patch fuzzing module applies directed fuzzing strategies
towards vulnerable code paths using call graph analysis. The agent-based environment fuzzing module
dynamically sets up a complex blockchain environment and smart contract interactions. The state-aware
sanitizer performs differential analysis, leveraging transient blockchain state to distinguish true vulnerabilities
from benign inconsistencies.

Second, blockchain vulnerabilities are often gated by cumulative state changes. The precondi-

tions of this exploit demand a specific blockchain environment that cannot be trivially created.

Traditional APEG tools typically focus on synthesizing localized payloads for stateless processes.

The vulnerability is only exposed after deploying the smart contracts (i.e., WETH and Exploit in

Figure 2(b)) to interact with the token transfer logic. Reproducing this scenario requires domain-

specific knowledge of how wrapped tokens and contract interactions work. This need for a complex

setup goes beyond the capabilities of traditional fuzzing techniques that primarily focus on state-

less inputs or simple API sequences. Since the infinite permutations of blockchain states render

exhaustive search infeasible, a multi-agent architecture is necessary to prune the state space using

real-time fuzzer feedback.

Finally, blockchains are inherently non-deterministic due to the consensus mechanism. Thus,

defining a precise oracle to detect this exploit is non-trivial. Standard differential testing frameworks

typically focus on strict output equivalence, assuming any divergence indicates a bug. For this

specific vulnerability, the oracle must check for an illicit change in the WETH token balance, which

is a highly specific and non-generalizable condition. A more generic approach, such as differential

testing between the vulnerable and patched versions of blockchain systems, is prone to false alarms.

Benign inconsistencies can easily arise from non-deterministic factors inherent in blockchain

networks (e.g., transaction ordering or block timing), making it difficult to isolate the true vulnerable

symptoms without a state-aware sanitizer.

4 Detailed Design of ChainDelta
4.1 Overview
Figure 3 provides an overview of ChainDelta, our fuzzing agent framework designed to generate

exploits for patched vulnerabilities in Ethereum. ChainDelta includes three key modules, each

addressing a specific challenge outlined in the previous section.
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First, the directed patch fuzzing module applies call graph analysis on the blockchain system

codebase and patches. This process pinpoints the precise call traces required to reach and exercise

the modified code locations from externally exposed interfaces (e.g., RPC endpoints). However,

guiding fuzzing effectively exploring blockchain environments is still complex due to the cross-

language execution contexts and specific on-chain state preconditions. Thus, this module focuses

on general directed fuzzing strategies for blockchain system implementations.

Then, the agent-based environment fuzzing module complements the directed patch fuzzing

module. It acts as an intelligent expert, leveraging LLM to orchestrate a complex environment setup

based on the key idea of environment fuzzing. This agent utilizes a suite of tools to observe the

patch fuzzing status, deploy and interact with smart contracts, manipulate blockchain states, and

dynamically update the fuzzing corpus. This cooperative approach allows ChainDelta to overcome

state-dependent obstacles and guide the fuzzer toward exploring deeper states.

Finally, the state-aware sanitizer module functions as the oracle for ChainDelta. It conducts
differential analysis by comparing the behaviors and outputs of the vulnerable and patched versions

of blockchain systems. Note that this analysis is enhanced by fetching and incorporating runtime

transient state information (e.g., mempool contents and pending transactions) to filter out false

alarms. This state awareness allows the sanitizer to accurately filter out benign inconsistencies that

arise from the non-deterministic nature of blockchain networks, ensuring that true vulnerabilities

are reported.

4.2 Directed Patch Fuzzing
The primary goal of this module is to focus the fuzzing efforts on the code locations affected by a

security patch. It consists of two main components, namely a call graph analysis that identifies

target locations and a directed fuzzing loop that executes the test. The fuzzing loop is built on top

of a mutation-based fuzzing architecture, designed with specific interfaces. Those extra interfaces,

as indicated with comments in Algorithm 1, allow other modules (e.g., the LLM agent and the

sanitizer) to observe and control the fuzzing process.

Call graph analysis. To generate guidance for the fuzzing loop, we extract targeted call traces

within the blockchain infrastructure (i.e., client implementation), namely the sequences of function

calls that can reach a patched code location from a publicly exposed interface. This process involves

the identification of both the destination and the source, taking the full source code of both the

vulnerable and patched versions as input.

We identify the patched code locations by building call graphs at the basic block level for both

the vulnerable and the patched versions of the blockchain system. By comparing these graphs,

we pinpoint the functions and basic blocks that were modified without requiring manual patch

identification.

We find potential entry points based on the insight that different blockchain clients share common

interface patterns for external communication, due to the requirements of the decentralized nature

of blockchain networks. Our analysis applies a set of heuristics based on function signatures to

identify publicly exposed functions that serve as entry points, such as RPC handlers and peer-to-peer

message processors, which often have a specific function signature.

With both the entry point and patched code locations identified, we can traverse the call graph

to automatically extract the relevant call traces that guide the fuzzing loop.

Directed fuzzing loop. The core fuzzing logic is shown in Algorithm 1. While based on a

traditional mutation-based architecture, our fuzzing loop is extended with several key procedures

to enable external control. The key idea is inspired by how a human expert might manually guide a
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Algorithm 1 The fuzzing loop of ChainDelta.

Input: The initial corpus, 𝑆 ; The set of targeted call trace, 𝑇

Shared Memory: The dynamic corpus, 𝑆𝑠 ; The transient states, 𝑆𝑡 ; Execution requests, 𝑅

1: for reach timeout do
2: for 𝑠 in 𝑆 do
3: 𝑆𝑚 =Mutate(𝑠)
4: for 𝑠𝑚 in 𝑆𝑚 do
5: Execute(𝑅) ⊲ Observe status and manipulate fuzzing environment

6: 𝑖𝑠_𝑖𝑛𝑡𝑒𝑟𝑒𝑠𝑡𝑖𝑛𝑔← Execute(𝑠𝑚,𝑇 )
7: Update(𝑆𝑡 ) ⊲ Update transient states for external references

8: if 𝑖𝑠_𝑖𝑛𝑡𝑒𝑟𝑒𝑠𝑡𝑖𝑛𝑔 is true then
9: 𝑆 ← 𝑠𝑚
10: end if
11: ScanCorpus(𝑆𝑠 ) ⊲ Allow inserting seeds to the corpus externally

12: end for
13: end for
14: end for

fuzzer when hunting vulnerabilities. The whole procedure is divided into two parts according to its

inputs, namely the initial fuzzing inputs and shared memory interfaces.

The loop starts with an initial seed corpus and the set of targeted call traces from the analysis

phase. These traces are used to prioritize seed inputs. A test case is considered interesting and

saved for future mutation if it increases basic block coverage within any of the targeted call traces

or achieves distinct coverage within the targeted call traces in the vulnerable and patched version

of the blockchain system.

The fuzzer exposed three customized data structures in shared memory, allowing other modules

to interact with them dynamically (Algorithm 1, Lines 5, 7, and 11). The corresponding steps are

highlighted with comments in Algorithm 1. The dynamic corpus allows the LLM agent to inject

new, strategically crafted seed inputs that are relevant to the current on-chain environment. The

transient state is logged after each execution with runtime information, making it available to the

state-aware sanitizer for analysis. The execution request queue allows the agent to issue specific

commands, such as observing current fuzzing status or manipulating blockchain environments.

The Execute primitive is defined with two distinct signatures. Line 5 handles the environment

manipulation phase, processing the execution request queue (i.e., 𝑅) issued by the environment

agent. Line 6 handles the vulnerability fuzzing phase, executing the mutated seed (i.e., 𝑠𝑚) under

the guidance of targeted call traces (i.e., 𝑇 ).

4.3 Agent-Based Environment Fuzzing
To navigate the complex state space of the Ethereum ecosystem and bridge the cross-language

semantic gap, ChainDelta applies a multi-agent framework. Unlike single-agent architectures, which

suffer from reasoning degradation when processing the massive context of a global blockchain

state, our decoupled design enables specialized reasoning loops. As shown in Figure 4, these agents

coordinate in a loop to transform execution feedback into valid exploit seeds.

• The observation agent is responsible for the semantic interpretation of directed fuzzer

progress. It monitors runtime feedback, specifically targeting execution paths blocked at

cross-language boundaries or state-dependent guard conditions. With source code access,

the agent analyzes execution traces to hypothesize missing environmental dependencies.
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Observation Agent

Reasoning Process
1. Analyze {target details}
2. Review {previous result}
3. Consider available tools
4. Produce parameters with 

reasoning
5. Execute multiple tools 

with retry
6. Parse observation result

Execution Agent

Reasoning Process
1. Analyze {observe result}
2. Check {previous result}
3. Consider available tools
4. Produce parameters with 

reasoning
5. Invoke a single tool 

with retry
6. Parse execution result

Corpus Agent

Reasoning Process
1. Analyze {execute result}
2. Check {previous result}
3. Generate seeds according 

to previous execution
4. Invoke verification tool 

and seed update tool
5. Generate summary for 

this cycle

Target Details Result 
Summary

Patch
initial 

analysis

observation
result

execution
summary

summarize cycle result & 
update target details

Fig. 4. ChainDelta employs a multi-agent framework to decouple tasks in environment fuzzing. The observa-
tion agent takes patch details and previous results as input, identifying semantic bottlenecks from runtime
feedback. The execution agent reasons about the feedback to manipulate the blockchain environment. The
corpus agent translates these high-level states into fuzzer seeds. This architecture performs in a loop, enabling
complex exploit precondition configuration and cross-language execution navigation.

• Upon receiving the observation report, the execution agent synthesizes the necessary global

state configuration. It reasons about the dependencies and generates a sequence of transac-

tions (e.g., deploying auxiliary contracts or minting tokens) to construct the precise exploit

environment.

• The corpus agent translates the environment configurations into valid seeds for the directed

patch fuzzer. By providing inputs that satisfy complex environmental checks, the agent

enables the directed fuzzer to bypass cross-language challenges statically unreachable via

traditional bit-level mutation.

The necessity of this multi-agent design lies in the vast blockchain state space and the limited context

window of LLMs. By decoupling independent tasks, ChainDelta preserves reasoning precision and

prevents context overflow. This coordination ensures the framework does not merely perform

random state manipulation, but executes a targeted search within the blockchain state space to

unblock the directed patch fuzzer.

Tools. The observation agent is equipped with tools for information collection. These tools allow

it to query the status of the directed patch fuzzing, inspect the state of the simulated blockchain

environment, and extract semantic details from the security patch itself. To construct a comprehen-

sive snapshot of the current context in each cycle, the agent is permitted to invoke multiple tools

multiple times.

The execution agent is equipped with tools designed to manipulate the fuzzing environment.

These include tools for direct blockchain interaction (e.g., deploying smart contracts or sending

transactions) and for modifying configuration. To ensure that state changes are incremental, the

fuzzer operates within a unified context, resetting only upon a predefined timeout. To ensure their

effects can be clearly attributed, the executor is restricted to invoking only a single tool per cycle,

though it may retry if an error occurs.

Finally, the corpus agent has tools focused on quality control. It uses a syntax verification tool to

ensure the validity of generated seed inputs and a corpus deduplication tool to prevent redundant

seeds from being added to the corpus.

Prompting. We guide our agents using a structured prompting strategy, as illustrated in Figure 5.

A global system prompt (Figure 5(a)) is shared among all agents. This prompt establishes the
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System Prompt

Your Mission: ChainDelta is actively fuzzing to find discrepancies between two versions of a blockchain client. Your critical role is to:
1. Understand the patch and potential bugs: Analyze what changed and what vulnerabilities might exist.
2. Set up proper fuzzing environments: Create the blockchain state necessary to trigger bugs.
3. Generate effective seeds: Provide inputs that help the fuzzer explore vulnerable code paths.

System: You are a blockchain security expert and fuzzing specialist working with ChainDelta, an advanced differential fuzzer for Ethereum clients.

Your Fuzzing Targets: {endpoint details}

Your Workflow: You operate in cycles, each consisting of: 
1. Observation: Analyze current blockchain state and identify setup needs.
2. Execution: Create blocks, deploy contracts, send transactions to build the environment.
3. Seed Update: Generate new fuzzing inputs based on findings.

(a) The shared system prompt, providing all agents with their global mission, targets, and workflow.

Observation Prompt

Available Tools: {tools}.
Tool names: {tool_names}.

Current Stage: You need to observe and analyze the blockchain targets to understand what environment setup is needed for effective fuzzing.
Previous Context: {previous_step_output}.

Your Task:
1. Consider the patch and vulnerability type from the system context
2. Identify what blockchain state might be needed to trigger the bug
3. Perform observation to helps you understand current state and setup needs. Note that you can invoke tools multiple times before success.
4. Analyze results for environment setup needs and identify what's missing for bug triggering

Required Output: your response MUST end with this metadata block
```
{example}
```

(b) An example of a role-specific task prompt for the observation agent, detailing its per-cycle objective,
available tools, and output requirements.

Fig. 5. An example of our structured prompting strategy. The system prompt provides all agents with their
shared mission, fuzzing targets, and overall workflow. The observation prompt is an example of an agent-
specific task prompt, detailing its current objective, available tools, and required output format.

collective mission, high-level workflow, and fuzzing targets across all agents. Building on this

foundation, each agent receives a dynamic task prompt (e.g., Figure 5(b)) in every operational cycle.

This prompt is tailored to the agent’s specific role and provides all necessary operational context.

The prompt includes recent history, a list of available tools, a concrete objective, and a required

output format guided by few-shot prompting. To enhance robustness, the prompt also includes an

error-handling directive that instructs the agent to retry a failed action with the error context. This

prompting design provides a long-term strategic mission while enabling flexible and context-aware

actions in each step.

4.4 State-Aware Sanitizer
Our sanitizer identifies vulnerabilities by performing a differential comparison between the vul-

nerable and patched versions of the blockchain systems after executing the same test case. The

comparison targets across two dimensions, including internal state and external behavior. We

perform a differential state comparison to find illicit changes. In the meantime, we detect behavioral

inconsistencies by comparing blockchain system outputs (e.g., RPC responses) for the same test

case. However, standard differential analysis is often hindered by the inherent non-determinism of

blockchain consensus. To overcome this, the sanitizer employs the state-aware sanitizer shown in

Algorithm 2, performing a semantic diff rather than a raw execution trace comparison.
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Algorithm 2 State-Aware Sanitizer

Require: Traces 𝐸𝑣𝑢𝑙𝑛, 𝐸𝑝𝑎𝑡𝑐ℎ , Global State 𝑆𝑔𝑙𝑜𝑏𝑎𝑙
Ensure: Verdict 𝑉 ∈ {Bug,Benign}
1: Δ𝑟𝑎𝑤 ← DiffState(𝐸𝑣𝑢𝑙𝑛, 𝐸𝑝𝑎𝑡𝑐ℎ)
2: if Δ𝑟𝑎𝑤 = ∅ then
3: return Benign

4: end if
5: // Identify if differences are transient (not yet committed to a block)

6: Δ𝑝𝑒𝑟𝑚𝑎𝑛𝑒𝑛𝑡 ← FilterCommitted(Δ𝑟𝑎𝑤, 𝑆𝑔𝑙𝑜𝑏𝑎𝑙 )
7: if Δ𝑝𝑒𝑟𝑚𝑎𝑛𝑒𝑛𝑡 = ∅ then
8: return Benign ⊲ Transient state divergence detected

9: end if
10: return Bug

As formalized in Algorithm 2, the sanitizer utilizes state-aware logic to address blockchain non-

determinism. It takes the global blockchain state 𝑆𝑔𝑙𝑜𝑏𝑎𝑙 to evaluate the persistence of observed

divergences. The FilterCommitted function distinguishes between transient noise (e.g., mempool

transactions or temporary execution memory) and permanent state changes committed to a block. A

divergence is flagged as a bug only if it results in a persistent discrepancy in the permanent state (i.e.,

𝑆𝑔𝑙𝑜𝑏𝑎𝑙 ). Given identical inputs, such permanent divergence indicates a departure from expected

consensus behavior, identifying the vulnerability without manual validation. This mechanism

ensures accuracy and reproducibility by filtering benign inconsistencies.

If the final divergence can be attributed to an initial benign difference in the transient state,

the finding is classified as non-malicious and discarded, as the divergences are caused by the non-

deterministic factors of blockchain networks. While this state-aware filtering solves the accuracy

problem, comparing the entire multi-gigabyte blockchain state is still computationally prohibitive.

To address this performance bottleneck, we implement a tracer that logs only states accessed during

execution. The sanitizer then compares only this small subset of touched states, drastically reducing

overhead while maintaining accuracy.

5 Implementation
The implementation of ChainDelta consists of a multi-language architecture where each component

is built with what best suits its task.

First, we developed a customized instrumentor in Go to support coverage collection, call graph

analysis, and runtime state tracing. We chose to focus on blockchain systems written in Go initially,

as it is themost widely used language for implementingmajor blockchain systems. The instrumentor

injects extra code, which is designed to output runtime data to a unified shared memory structure,

ensuring that the information is accessible to other modules regardless of their implementation

language.

The foundation of our framework (i.e., the directed patch fuzzing and state-aware sanitizer) is

implemented in Rust using the LibAFL [43] framework. We chose this stack for its high performance

and the flexibility in constructing customized fuzzing loops and oracles. After instrumentation,

each target blockchain system is packaged into a Docker container. This approach guarantees

a consistent and reproducible testing environment that can be easily managed and orchestrated

across the different modules of our system.

Finally, the agent-based environment fuzzer is built in Python using the LangChain frame-

work [50]. This flexible framework allows for the easy development of our LLM-driven agents. Our
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implementation includes the customized tools, designed prompts, state management, and workflow

control logic necessary to orchestrate the pipeline of the multi-agent system.

6 Evaluation
To evaluate the effectiveness and practicality of ChainDelta, we conducted a comprehensive set of

experiments using a collected benchmark. Our evaluation is structured around the following four

research questions:

RQ1: How effective is ChainDelta at generating exploits for the diverse real-world vulnerabilities

in our benchmark?

RQ2: To what extent does the agent-based environment fuzzer improve the exploration of state-

dependent conditions required to trigger vulnerabilities?

RQ3: How effective is the state-aware sanitizer at reducing false alarms by correctly distinguishing

benign inconsistencies and true vulnerabilities?

RQ4: Can the exploit generated by ChainDelta for known patches be used to discover undisclosed

vulnerabilities in other projects?

To answer these questions, we first measure ChainDelta’s overall performance on our benchmark.

We then conduct a detailed ablation study to isolate the contributions of its key modules. Finally,

we conduct real-world auditing and present a case study to demonstrate its practical impact.

6.1 Experiment Setup

Benchmark construction. To construct a realistic benchmark for evaluating ChainDelta, we
systematically collected real-world vulnerability patches from the dominant Ethereum client and a

major fork (i.e., go-ethereum [4] and op-geth [41]). We focus on end-to-end exploitable vulnerabili-

ties, as they require traversing the whole network stack, rather than simple unit-test mocking.

We employed a three-stage filtering pipeline to ensure the benchmark’s representativeness and

reproducibility. First, we aggregated all GitHub issues in go-ethereum and op-geth since 2024.

Second, we filtered for issues labeled as bugs and linked to corresponding patches. Third, three

authors with extensive experience in blockchain security research and CTF competitions manually

analyzed each patch to verify its exploitability via public interfaces.

Benchmark diversity. Table 1 details the final benchmark, containing 25 real-world vulnerabilities

with patches. While smaller than typical smart contract datasets, it is important to note that

exploitable vulnerabilities in blockchain infrastructure are rarer. The benchmark is designed to be

diverse and challenging to thoroughly evaluate the capabilities of ChainDelta. The vulnerabilities
span a wide range of types, which include common software flaws like denial-of-service and

data races. It also includes blockchain-specific issues such as incorrect virtual machine execution

results and consensus bugs. Furthermore, the preconditions for triggering these vulnerabilities are

also varied, requiring complex environment setups that involve manipulating the core blockchain

status, deploying specific on-chain contracts, or even inducing abnormal network conditions like a

chain reorganization. This diversity ensures a comprehensive test of ChainDelta performance to

handle all three core challenges, namely navigating difficult code locations, configuring complex

environments, and performing accurate sanitization.

Execution environments. All experiments were conducted on a server equipped with an Intel

Xeon Gold 5218R CPU (@ 2.10GHz) and 512GB of RAM, running Ubuntu 20.04 LTS. The agent-

based modules utilized the Gemini 2.5 Pro API [44]. All instrumented blockchain clients were

packaged as Docker images to ensure a consistent and reproducible execution environment. For

each vulnerability in our benchmark, we ran ChainDelta for a total of 60-minute timeout, with the

directed patch fuzzer and the agent-based environment fuzzer operating concurrently.
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Table 1. Our benchmark with 25 real-world blockchain system vulnerability patches, detailing each bug’s
root cause, symptom, and the specific blockchain environment required for its exploitation.

ID Descriptions Requirements

B1 Data race conditions when multiple goroutines simultaneously trace data, causing

inconsistent trace results. [17]

Available block data for tracing.

B2 Improper state handling during chain reorganization, causing block indexing results

to be inconsistent. [18]

Standard chain with frequent block re-

organization.

B3 Tracers don’t store interrupt reasons, returning incorrect trace data instead of er-

rors. [19]

Heavy transaction load for trace inter-

ruption.

B4 No validation on parameter array size, allowing DoS by causing expensive sorting

operations. [20]

Active block production allowing fee

history queries.

B5 Gas estimator doesn’t include blob gas in balance computation, returning incorrect

result. [21]

EIP-4844 blob transactions with low-

balance accounts.

B6 Gas estimator doesn’t properly cap allowed gas usage, leaving aDoS attack vector. [22] Standard chain with available RPC.

B7 Incorrect block context handling before tracing, causing incorrect opcode behav-

iors. [23]

Deployed contracts with the BASEFEE
opcodes.

B8 Backward compatibility issue when tracing legacy transactions with an outdated

format. [24]

Standard chain with unsupported

legacy transactions.

B9 Incorrect connection handling for RPC client subscription, with no error han-

dling. [26]

Standard network with clients for sub-

scription.

B10 Incorrect configuration of the gas cap for execution, leaving a DoS attack vector. [27] Standard chain with gas cap set as zero.

B11 Reactive block-sealing logic and potential deadlock, causing transactions to remain

stuck in a pending state until a manual trigger occurs. [25]

Period zeromodewith concurrent trans-

action submission.

B12 Incorrect path handling for the JWT secret flag can break Engine API authentication,

preventing CL/EL communication. [28]

Execution of the Geth blsync tool with

tilde-prefixed paths.

B13 Use of a minimal timestamp increment in simulation logic, causing transactions with

time-dependent contract constraints to unexpectedly revert. [29]

JSON-RPC eth_simulateV1 API calls

with time-sensitive smart contract logic.

B14 EIP-712 typed-data hashing incorrectly encodes nested bytes arrays, leading to invalid

signature verification. [30]

Incorrect recursive encoding of nested

bytes arrays.

B15 Goroutine leak in the transaction indexer, causing the node to become unresponsive

or stop syncing. [33]

High-traffic environment with frequent

RPC queries.

B16 Redundant inclusion of EIP-7702 authority addresses in access list generation, causing

inaccurate gas estimation results for RPC callers. [32]

Transactions utilizing EIP-7702 autho-

rizations.

B17 A regression where raw blobGasUsed was returned instead of being divided by the

block limit, breaking gas estimation tools. [31]

An EIP-4844-enabled chain with the

queried window contains no blobs.

B18 Log indexing may return stale or duplicated results after chain rewinds, leading to

incorrect event queries. [34]

Chain rewinds followed by log or filter

queries.

B19 Block overrides in tracers are not correctly applied, returning incorrect trace re-

sults. [35]

Transactions for the trace APIs with

block override parameters.

B20 eth_getBlockReceipts for pending blocks can return incomplete or inconsistent

receipts, confusing clients. [36]

Receipts for the pending block with

block production are ongoing.

B21 A performance bottleneck between block generation speed and log indexing speed,

causing a deadlock scenario. [37]

Simulated backend with high block pro-

duction speed and transactions.

B22 Pending transaction subscriptions may not terminate on backend errors, leaking

goroutines and connections. [38]

WebSocket subscription to pending

transactions under backend errors.

B23 A race condition where the TCP connection closes before the websocket close frame

is sent, producing a different error than what the test previously expected. [39]

WebSocket clients receiving large pay-

loads close to the read limit.

B24 Filter subscription uninstall is not triggered on errors, leaving dangling filters and

resource leaks. [40]

RPC filter subscriptions encountering

errors/timeouts.

B25 Fee history RPC can compute NaN when there are zero blobs, causing RPC fail-

ures. [61]

Nodes with blob fee history enabled and

a window containing zero blobs.

6.2 Effectiveness
To answer RQ1, we evaluated the effectiveness of ChainDelta against state-of-the-art blockchain
security tools (i.e., EtherDiffer [48] and hive [16]) and general-purpose fuzzers (i.e., AFL++ [42]

and PatchFuzz [63]). EtherDiffer is a blockchain differential fuzzer aligned with our patched-based

analysis scenario. hive is the official integration testing suite by the Ethereum Foundation. Given the

limitation of available tools for blockchain infrastructure security, we include AFL++ and PatchFuzz

as representative general-purpose fuzzer. We exclude other blockchain security tools, such as

BlockScope [72], which focuses on migrating known bugs via code clone detection. Similarly, we

omit smart contract tools (e.g., Teether [49] and ItyFuzz [64]), as they cannot target the underlying

blockchain infrastructure.
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Table 2. Effectiveness of ChainDelta compared against baselines on our benchmark. For each tool, we list the
total number of inconsistencies found (i.e., reported) and the number of those verified as true positives (i.e.,
confirmed). Results for EtherDiffer are omitted, as it failed on all cases.

ID ChainDelta hive AFL++ PatchFuzz
Reported Confirmed Reported Confirmed Reported Confirmed Reported Confirmed

B1 1 1 403 1 7 0 4 0

B2 315 119 568 0 8 0 6 0

B3 442 0 425 1 7 0 7 0

B4 174,072 174,072 489 0 15 0 5 0

B5 1 1 406 0 12 1 7 1

B6 67,049 67,049 606 0 5 0 4 0

B7 8,272 8,272 581 0 8 0 7 0

B8 0 0 603 0 5 0 4 0

B9 0 0 602 0 6 0 7 0

B10 8,503 8,503 364 0 4 0 4 0

B11 1,865 1,865 922 0 7 0 4 0

B12 0 0 1,195 0 0 0 0 0

B13 20 9 1,139 2 0 0 0 0

B14 4 0 1,116 1 0 0 0 0

B15 0 0 72 0 6 0 5 0

B16 626 626 1.069 0 9 1 5 1

B17 47,395 242 1,112 0 335 323 22 18

B18 38,644 0 42 0 5 0 4 0

B19 0 0 33 1 6 0 5 0

B20 188 188 45 0 7 0 6 0

B21 481 481 32 1 9 0 4 0

B22 2,160 2,160 22 2 4 0 4 0

B23 0 0 22 1 9 0 4 0

B24 2,245 2,245 22 0 1 0 4 0

B25 2 2 0 0 17 0 4 0

Efficacy. The results of our comparison are summarized in Table 2. For each benchmark case,

ChainDelta was provided with the security patch including code differences; EtherDiffer was

provided with the vulnerable and the patched version as fuzzing targets; hive was run on the

vulnerable version. To ensure a fair comparison, we manually developed harnesses mocking static

blockchain network environments and implemented a differential analyzer to compare vulnerable

and patched implementation results. Each tool was run for a 60-minute timeout. We define a true

positive for ChainDelta as the successful generation of a working exploit. For others, a true positive

is defined as reported inconsistencies that successfully identify the underlying vulnerability.

ChainDelta successfully generated exploits for 16 out of 25 vulnerabilities, achieving an 64%

success rate. In contrast, EtherDiffer failed to identify any of these vulnerabilities. Other baselines

(i.e., hive, AFL++, and PatchFuzz) detected only a limited number. It is convincing that ChainDelta
outperforms state-of-the-art tools.

False positives. Our analysis of ChainDelta results revealed interesting cases. For B2, ChainDelta
generated an exploit that worked on the patched version of the client, not the vulnerable one. This

reveals that the patch was incomplete, and a potential attack vector remained. This demonstrates

ChainDelta not just for verifying known vulnerabilities but for discovering flaws in the patches

themselves. We also observed that benign inconsistencies were related to the state of pending
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blocks or RPC response messages. While our state-aware sanitizer is designed to handle this, it

represents a fundamental trade-off between detecting vulnerabilities that are related to pending

blocks (e.g., B2) and avoiding false positives from benign non-determinism. In contrast, baselines

suffer from high false alarms due to their inability to filter false alarms caused by transient states.

True negatives. ChainDelta failed to generate exploits for six cases, due to limitations in its

environment interaction and oracle capabilities. We consider these outliers that highlight areas

for future work. For example, B8 required deploying an unsupported legacy transaction type to

the network. This action was outside the scope of the current agent implementation, which is

limited to interacting with the client via standard endpoints. Meanwhile, the symptom of B9 is only

observable with a client-side request timeout. We deliberately did not implement timing-based

oracles, as they are notoriously prone to false positives caused by test environment fluctuations,

making them unreliable for our automated framework. Note that hive is capable of identifying

some vulnerabilities omitted by ChainDelta, as its detection relies on manually designed test suites.

However, due to the high cost of manual effort, hive lacks scalability.

6.3 Ablation Study: Agent-Based Environment Fuzzing
To quantify the contribution of the agent-based environment fuzzing module, we created an ablated

variant of our system, where this module was disabled. In this configuration, only the directed

patch fuzzer operates, without any extra manipulation for on-chain environment setup. We then

executed this variant on our entire benchmark using the same 60-minute timeout per case.

Impact on effectiveness. The results in the middle column of Table 3 demonstrate that the

agent module is critical for overall effectiveness. While the ablated variant was able to trigger

inconsistencies in 14 cases, only four were true positives. This represents a dramatic drop in the

success rate from 64% to 16% and an increase in the false positive rate from 15.8% to 71.4%.

The analysis shows that without the agent, the directed fuzzer is unable to perform the necessary

on-chain setup (e.g., deploying specific contracts) to create the preconditions for the more complex

vulnerabilities. Instead, it gets stuck exploring shallower parts of the state space. This not only

prevents it from reaching deep bugs but also causes it to repeatedly trigger benign inconsistencies

in simple states (e.g., the false positives in B10), which the full ChainDelta framework avoids by

having the agent guide the fuzzer toward more interesting states.

Performance overhead. The results in the middle column of Table 3 also reveal a clear perfor-

mance trade-off. For the simple vulnerabilities that both systems could find (i.e., B4, B6, B7), the

ablated variant found them much faster, with a Time to First Exploit (TTF) of under 10 seconds.

The full ChainDelta framework required between one and 20 minutes for the same bugs.

This overhead is expected and stems from the extra inter-module communication (e.g., writing

to shared memory). However, we argue this overhead is an acceptable and necessary trade-off.

While it slows the detection of simple bugs, this capability is precisely what enables ChainDelta to
solve the complex vulnerabilities that require deep state manipulation.

6.4 Ablation Study: State-Aware Sanitizer
To answer RQ3, we created the second ablated variant to isolate the contribution of our state-aware

sanitizer. In this variant, we disabled the transient state filtering mechanism. The sanitizer was

reconfigured to operate as a simple behavioral oracle, reporting any divergence in the blockchain

system outputs (e.g., RPC responses) as a potential vulnerability. We then ran this variant on our

benchmark under the same 60-minute timeout.

Impact on false positives. The results, shown in the rightmost columns of Table 2, highlight

the critical role of the state-aware filter. Without it, the ablated variant was overwhelmed by an
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Table 3. Ablation study on top of our benchmark, where we compare the performance of ChainDelta to its
two ablated variants in terms of efficacy and efficiency.

ID

ChainDelta ChainDelta without ChainDelta without
Agent-based Environment Fuzzing State-aware Sanitizer

Reported/TPs Time Reported/TPs Time Reported/TPs Time

B1 1/1 27min8s -/- - 222/1 43min25s

B2 315/119 11min18s -/- - 1,583/0 -

B3 442/0 - -/- - 493/0 -

B4 174,072/174,072 44s 177,441/177,441 < 10s 222,342/222,342 45s

B5 1/1 3min56s -/- - -/- -

B6 67,049/67,049 5min47s 55,397/55397 < 10s 76,509/382 5min18s

B7 8,272/8,272 51s 6,426/6426 < 10s 8,408/8,408 52s

B8 -/- - -/- - 31/0 -

B9 -/- - 4/0 - 57/0 -

B10 8,503/8,503 43s 14/0 - 8,318/7,910 47s

B11 1,865/1,865 6m41s 1/0 - 34258/0 -

B12 -/- - -/- - 143/0 -

B13 20/9 4m37s 1/0 - 152/0 -

B14 4/0 - -/- - 92/0 -

B15 -/- - 1/0 - 171/0 -

B16 626/626 3m 1/0 - 6,391/64 1m6s

B17 47,395/242 11s -/- - 219/5 5m19s

B18 38,644/0 - -/- - 713,135/0 -

B19 -/- - 1/0 - 91/0 -

B20 188/188 10m1s 1/0 - 3,694/133 49s

B21 481/481 8m2s -/- - 177/0 -

B22 2,160/2,160 5m1s 1/1 15m 3,961/72 30s

B23 -/- - 1/0 - 140/0 -

B24 2,245/2,245 10s -/- - 40,799/0 -

B25 2/2 < 10s 1/0 - 330/0 -

Success Rate Improvement 4× 1.8×
Note that we did not create an ablated variant called ChainDelta without directed patch fuzzing, as this module acts as the

foundation of the framework, where two other modules relied on it.

explosion of false positives, reporting thousands of inconsistencies across 22 of the 25 benchmark

cases. The large volume of these alarms made manual verification infeasible. To analyze the results,

we had to implement an automated verification script that scanned the outputs for predefined

patterns corresponding to the known vulnerabilities. The variant confirms an extremely low true

positive rate. This demonstrates that a naive differential oracle is insufficient and that state-aware

filtering is essential for precision.

Performance overhead. The results also reveal a expected inefficiency. One might expect the

simpler oracle to be faster, but the TTF was comparable to the full ChainDelta framework, and

even slower in complex cases like B1. This is due to the spamming of the corpus. While the full

ChainDelta incurs a direct cost from state tracing and analysis, the ablated variant suffers from a

massive indirect overhead. The constant stream of false alarms spams the corpus in the directed

patch fuzzer and can misguide the system into pursuing useless exploration paths based on benign

inconsistencies. This shows that the direct overhead of our sanitizer is a worthwhile cost, as it

prevents the greater performance degradation caused by an unmanageable number of false alarms.
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6.5 Real-World Auditing
To answer RQ4, we investigated whether the exploits generated by ChainDelta for known patches

could be used to find propagated vulnerabilities across EVM ecosystem. Our methodology focuses

on the insight that many blockchain clients share standardized communication protocols (e.g.,

Ethereum JSON-RPC) and core execution logic.

Specifically, we selected target systems from leading bug bounty platforms (e.g., Immunefi), focusing

on EVM-compatible chains. Then, we applied the generated exploits from collected security patches.

As these exploits target standard RPC and API interfaces, they are inherently portable to other

Ethereum compatible implementations. While a patch identifies the modified code, it fails to reveal

the specific sequence of state transitions and RPC payloads required to trigger the bug. ChainDelta
bridges this gap by automatically synthesizing these end-to-end exploits. We applied these exploits

to all available node implementation by manually checking their documentation. In cases of slight

interface divergence, minimal manual effort was required to align the API payload with the target’s

specific specification.

This process led to the discovery of four previously undisclosed vulnerabilities in four blockchain

implementations, including Reth, BSC, Celo Network, and AntChain. These vulnerabilities were

primarily denial-of-service vectors caused by resource exhaustion, triggered by insufficient access

control on specific API payloads. Three of these vulnerabilities were confirmed by the respective

development teams, and we were awarded a total of $2,000 in bug bounties for our responsible

disclosure. The fourth vulnerability, a denial-of-service (DoS) vector via an RPC endpoint, was

acknowledged by the developers but not classified as a security flaw, as they argued that DoS

prevention is the responsibility of node operators.

This experiment underscores the practical value of ChainDelta for ecosystem-wide security. The

widespread forking and code reuse in the blockchain space mean that a vulnerability in one project

is often a strong indicator of similar flaws in others. By automatically generating a concrete exploit

for a patched vulnerability, ChainDelta provides a clear picture of the attack. Security teams can

then use this to proactively find and fix propagated vulnerabilities across the entire ecosystem,

turning a single patch analysis into a much broader security improvement.

A case study. In addition to finding propagated vulnerabilities, our experiments also uncovered

an incomplete patch in benchmark case B2. This case study provides an in-depth example of

ChainDelta capability to rigorously verify security fixes, further addressing RQ4.

The original vulnerability, detailed in Figure 6, was a race condition. During a chain reorganiza-

tion, transaction lookup operations could read inconsistent data while the underlying state was

being modified. The corresponding fix, shown in a simplified form in Figure 6, was to introduce

a read-write mutex. The reorganization process would acquire an exclusive write lock, while

lookup functions, like GetTransactionLookup, were patched to acquire a read lock (RLock on Line

24), forcing them to wait until the modification was complete.

However, when we ran ChainDelta on this benchmark, it consistently triggered numerous panic

errors in the patched version of the client, not the original vulnerable one. Our root cause analysis

revealed that while the developers had correctly protected the primary GetTransactionLookup

function, several other code paths also accessed the same sensitive data structures but did not

acquire the new lock. The agent-driven exploration by ChainDelta was able to craft inputs that

invoked these unprotected paths concurrently with a reorganization, triggering a new data race

that the patch was supposed to prevent.

This case study highlights a critical challenge in manual security patching. That is, ensuring

a fix covers all possible execution paths that can reach a vulnerable state. It demonstrates that

automated exploit generation is uniquely positioned to validate such fixes. While a human code
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1 --- a/core/blockchain.go
2 +++ b/core/blockchain.go
3 @@ func (bc *BlockChain) reorg (...) error {
4 ...
5 - // Reset the tx lookup cache...
6 - bc.txLookupCache.Purge()
7 + // Acquire the tx-lookup lock before mutation.
8 + bc.txLookupLock.Lock()
9 ...
10 if err := indexesBatch.Write(); err != nil {
11 log.Crit("Failed to delete useless indexes", "err", err)
12 }
13 + // Reset the tx lookup cache...
14 + bc.txLookupCache.Purge()
15 +
16 + // Release the tx-lookup lock after mutation.
17 + bc.txLookupLock.Unlock()
18 ...
19 }
20 --- a/core/blockchain_reader.go
21 +++ b/core/blockchain_reader.go
22 @@ func (bc *BlockChain) GetTransactionLookup (...) {
23 ...
24 + bc.txLookupLock.RLock()
25 + defer bc.txLookupLock.RUnlock()
26 +
27 // Short circuit if the txlookup already in the cache ...
28 if item , exist := bc.txLookupCache.Get(hash); exist {
29 return item.lookup , item.transaction , nil
30 ...
31 }

Fig. 6. Simplified patch from go-ethereum pull request #29343, which was intended to fix a race condition.

review might focus only on the intended changes, a tool like ChainDelta relentlessly explores

the system’s actual behavior, uncovering subtle and overlooked attack vectors. By finding this

incomplete patch, ChainDelta proved its value not just in verifying known bugs, but in ensuring

the correctness and security of the fixes themselves.

7 Related Work

Blockchain system security. Recent studies have been proposed for detecting blockchain system

vulnerabilities. Most of these works focus on detecting specific vulnerabilities among blockchain

modules, such as transaction pool denial-of-service [53, 66, 69], consensus bugs [56, 71], and RPC

bugs [48, 52]. DETER [53] and MPFuzz [66] exploit the denial-of-service weakness of Ethereum clients’

transaction pool by sending low-cost transactions that evict benign ones. Tyr [13], LOKI [56], and

Fluffy [71] proposed to generate blockchain transactions and peer-to-peer messages to trigger

consensus bugs in blockchain systems. EtherDiffer [48] detects blockchain RPC bugs through

differential testing across diverse blockchain clients. It generates a set of RPC requests for these

clients and checks for inconsistencies in their responses. These works primarily focus on detecting

a set of pre-defined bugs or vulnerabilities and have limited capability to validate security patches

for general vulnerabilities. The most closely related work is BlockScope [72], which leverages

code similarity to detect propagated but unpatched vulnerabilities in forked blockchain projects.

However, the effectiveness of code similarity metrics can be limited if a patch is complex or subtly

integrated into the code.
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Exploit generation. Automated exploit generation has been extensively studied for various

software systems. Brumley et al. [10] first proposed the automated patch-based exploit generation

problem against software patch distribution schemes, as well as the exploit generation technique

based on pre-patch and post-patch analysis. The follow-up works studied the exploit generation for

web applications [5, 6, 47], Android framework [55], and Linux kernels [12, 54, 68], etc.. Among these

works, fuzzing has been a widely applied approach for exploit generation [14, 45, 54]. SemFuzz [73]

and VulScope [14] leverage patch and vulnerability-related text, such as CVE reports, to guide

fuzzers to explore vulnerable code statements and trigger vulnerabilities. FUZE [68] proposed a

hybrid approach based on kernel fuzzing and symbolic execution to evaluate Linux system calls

for kernel use-after-free vulnerability. Magneto [74] proposed an LLM-enhanced directed fuzzer to

generate multi-step exploits for vulnerable dependent libraries based on static analysis of the call

chains. The general-purpose automated exploit generation technique cannot be easily extended to

blockchain systems, as specific stateful environments are required to trigger vulnerabilities.

Directed and Environment Fuzzing. Directed fuzzing guides execution toward specific targets,

such as patched code. AFLGo [9] introduced distance-based energy scheduling to reach targets

efficiently. More recently, PatchFuzz [63] integrated patch analysis with hybrid fuzzing to improve

the exploration of patched code. In parallel, Program Environment Fuzzing [59] extended fuzzing to

capture interactions with the operating system environment (e.g., files) for triggering environment-

dependent bugs. While these general-purpose techniques are effective for standard software, they

lack the domain-specific context required for blockchain systems.

8 Conclusion
In this paper, we introduced ChainDelta, a novel fuzzing agent framework designed to tackle

the challenge of patch-based exploit generation for Ethereum. Automatically generating exploits

for patched vulnerabilities is critical for mitigating 1-day threats, yet existing techniques fail

in effectively addressing blockchain system complexity. ChainDelta overcomes these challenges

through the integration of three core modules: a directed patch fuzzer that navigates complex code

paths; an agent-based environment fuzzer that automates the intricate blockchain environment

setup required to trigger bugs; and a state-aware sanitizer that accurately filters out benign behaviors

to eliminate false positives.

Our evaluation demonstrates the effectiveness of ChainDelta. On a benchmark of real-world vul-

nerabilities, ChainDelta outperformed existing state-of-the-art fuzzers. Ablation studies confirmed

that each module is crucial to the system’s success, and our case study showed ChainDelta’s ability
to uncover subtle flaws, such as incomplete patches. We demonstrated the real-world impact of

our approach by using the exploits generated by ChainDelta to discover four previously unknown

vulnerabilities in other blockchain projects, for which we received $2,000 in bug bounties.

9 Data Availability
This research complies with the open science policy. We have made the artifact of ChainDelta
available online to facilitate future research at: https://github.com/MingxiYe/ChainDelta-Artifact.

More details can be found in the README file.
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